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\'emure partners. Indeed. Spi~Inr admils that "pretex1er.s psrsisl withoot regard io the status of any carrier 
representative (uJhether an  employee. a joint venture partner. or an independent contractor).""' To be 
sui-e. cei-lain carriers claim that they do no1 provide the type of CPNI lojoint venture panners and 
independent contractors that are alti-active to pl-etextrrs. But even assuming this to be true for the 
moment. this does not appear- to he the case act-oss the entire induslry. 

47. Can-iers also argue thal there ai-e more nari-owly tailored alternatives to requiring opt-in 
consent foi- disclosures of CPNl to independent contractors and joint \'enlure partners. First. Verizon 
suggests that the Commission could inandale password protection of  call detail While we 
agree that this is a good idea and adopt it in this Order."' this step is plainly insufficient by itself to 
address a11 of the legtrimale privacy concerns at issue in this proceeding. Such a step. for example, would 
do nothing to protect the unauthorized disclosure of call detail infoi-mation in the possession of 
independent contraclors and joint venlure panners by insiders 01- computer intrusion. let alone the 
unauthorized disclosure of other forms of CPNI. 

48. Second. Vel-izon a r p e s  that it would he sufficient to adopt an opt-in regime only for call 
detail informal ion shar-ed \villi independent contractors and joint venture pal-tnel-s.'ss We likewise 
conclude that this alternative would be inadequate. While we recognize that unauthorized disclosure of 
call dctail information ic a sienificant problem. a l l  CPNl constitutes sencitive information that is protected 
under the Communications Act and our ~ r u l e s . l ~ ~  Moreover. we note that Congress did not distinguish 
between call detail and non-call detail information in the Telephone Records and Privacy Protection Act 
of 2006.'b0 Verizon's pi-emise that non-call detail information i s  not sufficiently sensitive to warrant an 
opc-in requii-ement i s  therefore incoi-rect. Foi- example. information ahout a customer's calling plan may 
be highly sensitive. T-Mobile cui-I-ently offers a "myFaves" plan that a l l o w  customers to make unlimited 
calls to five "myFaves" contacts foi- a flat monthly charge. and Alltel offers a similar calling plan (the My 
Circle Plan) that allows foi- unlimited calls to ten contacts.'" While the identity of such contacts would 
not constitute call detail information. such information is no doubt highly personal and would be of 
significant interest to those seeking to invade another's priuacy. As a result. we believe that carriers 
should be required to obtain a customer's explicit consent before such information is shared with 
independent contractors or joint venture panners and thus placed at greater risk of unauthorized 
disclosure. 

49. Finally, carriers suggest that the Commission could mandate that carriers sharing CPNl with 
joint venture partners and independent contractors implement additional contractual safeguards."* We 
again conclude that this alternative would not adequately vindicate our interest in protecting consumers' 

'" See Sprinr Nextel Jan. 26. 2007 Ex Pane Letter at 1 

'" Verizon Jan. 29.2007 Ex Parte Letter at 22. 26. 
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I" Verizon Jan. 29.2007 Ex Pane Letter at 22.26. 

'''See 47 U.S.C. S. 222(a): 47 C.F.R. 9 64.2007(b)(3). 

See 18 U.S.C. 3 1039 (prohihitins the sale. transfer. purchase o i ~  receipt oi"confidentia1 phone records 160 

informarion" as defined in subsection (h)(  I )). 

I('' See hitD://\&ww . I-mnhile.cuin/sl i~~~lplansldelai l .aspxlid=9dl~l~d~ I -cS4e-4Yhc-h I I f-dXbbdaS7YXbY (describing a 
myFa\<es plan): h t t D : / / w w  . a l l t e l i ~ i r c l e . ~ ~ ~ ~ ~ l ~ J a h ~ ~ u t . ~ ~ l ~ ~  (compaiing ni)' cii-cle plan to competitors offerings). Under 
ihese plans. Ihe telephone numbers of favnrile coiiiiicls tire CPNl belxuse the? relate ( ( 1  the service In which the 
iutonier subrciihes. S r r  47 L1.S.C. 5 122thN I ) (AI .  
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privacy. Funher  contractuaI d e p a r d s  would 1101 change the fact that the ]risk of unauthorized CPNl 
disclosures increases when such information is provided by a can-ier to a joint veiilui-e panner or 
independent conti-actoi-. Indeed. in light of Ihe recol-d developed in this pl~ocredins. i t  is quite apparent 
that s a f e y a r d s  implemented by carriers themselves often fail to pre\'ent unauthorized disclosures of 
CPN1.l" I t  is for this reason that we believe that a carrier should be required to obtain explicit consent 
fi-om its customer before that customer's CPNl is sent outside of the company for marketing purposes. 

* 

S O .  Grudfu~hrring of Preiioit .s/~ Obruinrd CPNl Approvuls. To the exieni that can-iers 
\301untarily obtained opt-in approval from theii- custoniers fo r  the disclosure of customers' CPNl io a joint 
venture pannei- or independent conti-actor for the purposes of marketing comniunications-related services 
to a cuslomer prior to the adoption of this 01-der. those carriers can continue io use those approvals. 

E. Annual Certification Filing 

5 I .  We adopt the Commission's tentative conclusion and amend our rules to require cai-riers to 
file their annual  CPNl certification with the Commission. including an  explanation of any  actions taken 
against data brokers and a summary of all custo~nei-  complaints received in the past year concerning the 
unauthorized release of CPNl.1'4 W e  find that this amendment to the Commission's rules is an  
appropriate measure and will ensure that carriers regularly focus their attention on their duty to safeguard 
CPNI. Additionally. w v  find !hat this modification to OUI- rules will remind cai-riers of the Commission's  
oversight and high priority regarding can-ier performance in this area. Further. with this filing. the 
Commission will be  better able 10 monitor the industry's response to CPNl privacy issues and to take any 
necessary steps to ensure that carriers are managing customer CPNl securely.'6s 

S2. Undei- the Commission's existing CPNl regulations. each telecommunications cari-ier must 
have an office]-. as an agent of the carriel-. sign a compliance certificate on an annual basis stating that the 
officer has personal knowledge that the company has established operating procedures that are adequate 
to ensure compliance with the Commission's CPNl rules and to make that certification available to the 
public.'" While can-iers currently are required to cenify annually that their ope]-ating procedures are 

! See. e.&. NASUCA Reply at 20. 

See Noiice. 21 FCC Rcd at 1793. para. 29. By the term "any action,'' we mean that carriers should report on 
proceedings instituted or petitions filed by a carrier at either state commissions. the coun system. or at the 
Commission against data brokers. For the summary of customer complaints. carriers must repon on the number of 
customer complaints a carrier has received related to unauthorized access io CPNI, or unauthorized disclosure of 
CPNI. broken down by category of complaint. e.g., instances of improper access by employees. instances of 
improper disclosure lo individuals not authorized to receive the information. or instances of improper access to 
online information by individuals not authorized to view the information. Additionally. carriers must repon on any 
information that they have with respect to the processes pretexters are using to attempt to access CPNI. and what 
steps carriers are taking to protect CPNI. 

See. e.g.. AT&T Comments at 14 (noting that the Commission could "reasonably conclude" that carriers should 
annually filing their certifications with the Commission to enable the Commission to more effectively monitor CPNI 
security measures). For this reason. we disagree with commenten that believe that the certification should not be 
filed with the Commission. See. q.. RCA Comments at 5 (arguing that the annual tiling of the certification with an 
explanation of the can-ier's actions against data brokers and a summary of the CPNI-related consumer complaints is 
unjustified). 

See 47 C.F.R. 5 64.2009(e): serolso CPNl Ordei-. I 3  FCC Rcd 8061. 8199. para. 201 (1998) (requirinf the 
annual cenificalion to he made publicly ;I\'ailahle). As a reminder. the existing rules require the certification i o  he 
executed hy an officer (illhe carrier. The ofiicer o11he carrier must stale i n  the c.erIih.;ition that he or she has 
' .penom1 knowledge" thiil  the carriei~ has esiiihli\hed procedures ;idequate In ei iwi~c c.ompliiince with the 
Ciimmihsiim's CPNl rule\. 1:urlhrr. ihe ciirrier niu.1 iilso provide an accoiiip;in!.ing >iiilriiieiit expl;iining h o u  the 
~' i i r i  iei ' s  Iiromdurzs ciisiirr t l i i i l  the ar r ier  i \  t v  is 1101 in i~oiiip1ianc.c w i l h  the rcqtiiwmenis >et iwtli in  v x i i ( > l i >  

( 4 . 2  I O 0  Ihroii;Ii h l . 2 Y f l O  (11 Ihr Ciiiiiniirrioii~ rule>. Fiir example. the ~.iii.rier m;i! cxpliiiii thl' i l ~ i i i i i i n ;  i t >  
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adequate to ensure conipliaiice with the Commission's CPNl ides .  the failui-r of carriers to make this 
annual cei-tification in their owii public file. and the evidence EPIC introduced into the I-ecord regarding 
the industi-y-wide pi-ohlem of pretexting suggests that ceiiain carriers have heen less than vigilaot 
concerning the safeguarding olCPN1.'" 

53. We find that carriers should be required to make this filins annually with the Enforcement 
Bureau on. 01- before. March I .  in EB Docket No. 06-36. for data pertaining to the previous calendar 
yeai-. 
CPNl protection pi-ogranis and ensure the adequacy of thrii- defenses against fraudulent attempts to access 
customers' private data.Ibq Funhei-. this deadline Mi i l l  allow carriers sufficient time to review their filings 
without the cenification bein? overshadowed by other annual filii12 requii-ements. 

I OH W e  helieve that this de;idline will provide cari-iers ujith ample oppoiiunity to review their ow11 

F. Emleosion of' CPNl Requ i remen t s  lo Prov ide r s  of Interconnected VolP Service  

54. W e  extend the application of the Commission's CPNl rules to providers of interconnected 
VoIP service.'" In the IP-Enabld Sertices Norice and the EPIC CPNl Norice. the Commission soucght 

(...continued from previous page) 
employees receix'e re:ai-dinf proleclion of CPNI. the disciplimr! ptmcess applic.ahle 10 improper disclowre of 
CPNI. the process used to ensure that opt-out eleclions are recorded and followed. and other measures relevant to 
demonstrating compliance with the CPNl rules. Finally. we remind carriers that the ceitification is required even if 
the carrier does no1 use CPNI for marketing purposes. as the obligation to protect CPNl from improper disclosure 
exists re2ardless of u'hether the carrier uses i t  for marketin? purposes. 

See. e.g.. Alltel Coipor-firiiiii A p p o r - ( ~ ~ i ~  Linbilir? for- Foif(4ridre. Nolice of Apparent Liability for Forfeiture. 2 I 
FCC Rcd 746 (2006): AT&T hi(,. Appoi.eit1 Liabilirl for Forfei~iri-e. Nolice of Apparent Liability for Forfeiture. 2 I 
FCC Rcd 75 I (2006): Cbeyortd C,,inrni~iii~~arioris. LLC Appnr~iit L i o b i l i t ~ ~ o ~  Foipiltrre. Notice of Apparent 
Liability for Forfeiture. 2 I FCC Rcd 4.i I6 (2006) .  Because carriers cutmently are required to make such a 
cei-tification. requiring that this filing be made to the Commis5ion will he minimally burdensome to the industry. 
See. e.g.. AT&T Comments at 14: Cingular Comments at 17: CTlA Comments at 2-3: Kim Comments at I I :  
OPASTCO Comments at 2.8-9: Verizon Comments at 9: Verizon Wireless Comments at 19; MetroPCS Reply at 
18. The additional information required by the expanded reporting obligation should not require carriers lo make 
significant changes to their procedures. and some carriers report that they already keep track of CPNI-related 
complaints and actions taken against data brokers. See. e.&. Kim Comments at 1 I :  Phan Comments at 6; Verizon 
Comments at 9: Verizon Wireless Comments at 19. We disagree with commenters who assert that such a filing 
requirement will disadvantage small and regional carriers. We are equally concerned about the privacy of customers 
of small and regional carriers as we are about the privacy of customers of larger carriers and find that the benefits of 
customer privacy protection are significantly outweighed by a carrier's costs to implement these CPNl rules. See. 
e&, EWA Comments at 5: MetroPCS Reply at 18. We recognize carrier concerns about providing a roadmap for 
pretexters with this annual filing. and thus we will allow carriers 10 submit their certifications confidentially with the 
Commission. See. e.&. AT&T Comments at 15: Cingular Comments at 16-17; CTlA Comments at 9-10; Phan 
Comments at 15. Carriers should supply the Commission with redacted and non-redacted versions of their filings. 
A carrier may only redact specific data about its actual security procedures and actual complaints in its filing. A 
carrier may not redact summary data about the number or type of customer complaints or other aggregate or general 
data because we believe i t  is in the public's interest to have access to such data when selecting a service provider. 
Members of the public will have the opportunity to review redacted filings and bring to the attention of the 
Commission any potential violations or concerns identified in those filings. 

See. e + . .  Join! Commenters Reply at 9 (requesting a date cerlain fnr this annual filing for administ1-ative 
convenience). 

l'"lSrr. cg. .  AT&T Cnniments 81 15: Cinfular Comment\ :I( 17: 7-Mobile Civiinientr it1 13: Verizon Comments 
ill 9. 

~, ,~ i i ln i i i i l i~ i i l i~ , t i~ :  I 2 1 rvquiw it hin;idh;ind ui i inrc l i iu i  i in i i i i  1111' uxY\ h?,.;iti<m: I i! ieqiiive> Intrrnel lpIil~ocoI- 
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171 coninieni on wheiher 10 extend the CPNl i-equirsments to Volp service pro\;iderh. 
decided whether interconnected VolP services are telecommunications services 01- info!-mation services as  
those ierms w e  defined in the Act. noi- do we do so ioday."' we analyze the issues addi-essed in  this Order 
under our Title I ancillary jui-isdiction to encompass hoth types of service."' If the Commission lalet- 
classifies interconnected VolP service as a telecommunications service, the providers of interconnected 
VoIP services would be subject to the requirements of section 222 and the Commission's CPNl rules as 

Since we have not 

teleconiniuiiications carriers under Title 11."4 

55. We conclude that we have authority under Title I of the Act to impose CPNl requirements on 
providers of interconnected VoIP sei-vice. Ancillary jurisdiction may be employed. in the Commission's 
discretion. u,lien Title I of the Act gives the Commission suhject niatterjurisdiction ovei- the service to be 
regulated"' and the assenion ofjui-isdiction is "reasonably ancillary to the effective perfoi-mance of [its] 

i...continued from previous page) 
the public witched telephone network and to terminate calls to the public switched telephone network." 4 1  C.F.R. 
E 9. j :  srr olso IP-Eirablod Seri.ic<,s: EYI I R r y i r i ~ - ~ ~ ~ r r n ~ r s ~ o ~  IP-Enabled Seri.ice Proi,idei-.s. First Report and Order 
and Notice ofProposed Rulemaking. 20 FCC Rcd 10245. 10257-57. para. 24 (2005) (VoIP 911 Order). a f d .  Nui,io 
Corp. I: FCC. No. 473 F.3d 302 iD.C. Cir. 2006). We emphasize that interconnected VoIP service offers the 
~~upab i l i f y  tor user5 to receive call5 from and terniinale calls to  the PSTN: the obligatiim we esiablish apply to a11 
VolP communications made using an  interconnected VolP service. even those that do not inwlve the PSTN. See. 
e.g.. VolP 911 Order. 20 FCC Rcd at 10257-58. para. 24. As we have in the past. we limit our extension of the rules 
to interconnected VoIP service providers because we continue to believe that consumers have a reasonable 
ehpectatiim that such xervices are replai.enienl\ l i x  "regular lelephone'. service. S<w ~ 3 . .  id ai l(P.56. pard. 2.7: .WP 

also Internet Companies Coniments at 22: Time Warner Comments at 13. 

See IP-Enabled Seri7ce.s Norire. 19 FCC Rcd at 4910. para. 71: EPIC CPNl Nori(c,. 2 I FCC Rcd at I793 

See 47 U.S.C. 5 153(20). (46) (defining "information service" and "telecommunicatiiins serl'ice") 

para. 28. 
172 

See. e.g.. VolP 911 Order. 20FCC Rcd at 10261-65. paras. 26-32. We therefore disagree with commenters that 
we do not have statutory authority to extend the CPNl requirements to interconnected VoIP service providers. See. 
e.&. Charter Comments at 36-37: Internet Companies Comments at 17-22. 

I73 

I 174 47 U.S.C. 5 222. 

See Unired Slates 11. Sourhwesrern Cable Co.. 392 U S .  157. 177-78 (1968) (Sourhumfern Cable). Sourhwesrern 
Cable. the lead case on the ancillary jurisdiction doctrine. upheld certain regulations applied to cable television 
systems at a time before the Commission had an express congressional grant of regulatory authority over that 
medium. See id. at 170-71. In Midwesf Video 1. the Supreme Court expanded upon its holding in Sourhumfern 
Cable. The plurality stated that "the critical question in this case is whether the Commission has reasonably 
determined that its origination rule will 'further the achievement of long-established regulatory goals in the field of 
television broadcasting by increasing the number of outlets for community self-expression and augmenting the 
public's choice of programs and types of services.'" Unired Srares 1,. Midwesr Video Corp., 406 US. 649.667-68 
(I 972) (Midwesf Video I )  (quoting Aniendrnenr of Parr 74. Subparr K. ofthe Commission's Rules and Regularions 
Relarive IO Conenunin A m n i a  Teleiision Sysrems: and lnquin inro rhe Developmenr of Communicarions 
Tecltnology and Services lo Formulore Regularon Policy and Rulemaking and/or- Legislative Proposals. Docket No. 
18397. First Repon and Order. 20 FCC 2d 201.202 i 1969) (CAW Firsf Reporr and Order)).  The Coun later 
restricted the scope of Midwesr Video I by finding that if the basis forjurisdiction over cable is that the authority is 
ancillary to the regulation of broadcasting. the cable regulation cannot be antithetical to a hasic refulatory parameter 
established for broadcast. Sce FCC I.. Midiwsr Video Corp.. 440 U S  6X9.700 ( 19791 IMidwesr Video / I ) :  see also 
Anrrrir.oir Libroi:v Ass'ii I .  FCC. 406 F.3d 689 (D.C. Cir. 2005)  (holding that the Commission lacked authority to 
impose broadcast content redistribution rule5 (111 equipment m:inuiacturers using anci1lai-y jurisdiction hecause the 
equipment at issue ! f i ls ni11 wlject 1 0  the Cnnimis\i<?n'\ su1i;e.t matter jurisdiction m e r  \!ire mid rxl io 
<iiiiimunicat i ons  ). 

30 



\$ai-ious I-esponsibilities.’”’ Both pirdicalrs fol- ancillal-y jui-isdiction ai-e satisfied heie. First. as we 
concluded in the Inrerim USF Ord<,r. and V d P  911 Ordrr. interconnected V o P  services fall within the 
subject matter jurisdiction gr;lnted to us in the Act.”’ Second. our analysis requires us to evaluate 
whether imposing CPNl ohlig;itions is ireasonably ancillary to the effective perfoi-mance of the 
Commission‘s various responsibilities. Based on the recoi-d i n  this matter. we find that sections 222 and 1 
of the Act provide the requisite nexus. with additional suppoll from section 706. 

56. Section 222 requires telecommunications cnl-riel-s to protect the confidentiality of CPNI. and 
the Commission has adopted detailed ~-egulations to help clrlr-ify this duty.”h The Commission already 
has determined that  intei-connected VolP service “is incl-easingly used to replace analog voice service” - a 
trend that we ehpecl wil l  coi~t inue.’~~ 11 1herefol.e seems reasonable foi- American consumel-s to expect 
that their telephone calls we pi-i\*ate irrespective of whether the call is made using the services of a 
wireline carrier. a wireless carrier. or an interconnected VolP provider. given that these services, from the 
perspective of a customei- making an ordinary telephone call. are virtually indistinguishable.”’ 

57. Moreover. extending section 222’s ptoleclions to iiiterconnected VolP service customers is 
necessar>i to protect the privacy of  wireline and wirelesh customers that place calls to or receive calls from 
interconnec~ed V o P  customers. The CPNl of interconnected VolP customers includes call detail 
information concerning all  calling and called parties. Thus. by protecting from inadvertent disclosure the 
CPNl of intei-connected VolP customers, the Commission will inoi-e effectively protect the privacy of 
wireline and wireless service customers. We therefore find that the extension of the CPNl privacy 
requirements to providers of interconnected VoIP service is reasonably ancillary to the effective 
performance of the Commission‘s duty to protect the CPNl of al l  lelecommunications customers under 
Title 11. 

58. Section 1 of the Act chai-ges the Commission u#ith responsibility for making available “a 
rapid. efficient. Nation-wide. and world-wide wire and radio communication service . . . for the purpose 

Sourhwesrern Cable. 392 U S  at 178 

I” See Uniiwsal Senice Conrr-ihurian Merhodolog?: Federal-Srare Jaim Board on Universal Service: 1998 
Biennial Reguloron Review - Srreamlined Conrriburor Reporting Rquiremenrs Associared wirh Adminisrration of 
Teleconununications Relo!’ Service. Norrlr .4merican Numbering Plan. Local Number Porrabilin, aid Uniiw-sal 
Senice Support Mechanisms: Teleco,r,,lzu,licarions Senices f o r  1ndii.iduals uirh Hearing and Speech Disabiliries, 
and rhe Americans uirh Disabiliries Acr of 1990: Adminisrrarion of Ihe Norrh American Numbering Plan and Nonh 
American Numbering Plan Cosr Recover?. Contribution Facror and Fund S i x :  Number Resource 0pf;mizafion: 
Telephone Number Ponabilin: Trurh-in-Billing and Billing Formar: IP-Elwbled Services, Report and Order and 
Notice of Proposed Rulemaking. 2 1 FCC Rcd 75 18.7542. para. 47 (2006) (Inrerim USF Order), appeal pending, 
Vonage Holdings Corp. v. FCC. No. 06- 1276 (D.C. Cir. filed July 18.2006): VolP 911 Order. 20 FCC Rcd at 
10261-62. para. 28 (“[l]nterconnected VoIP services are covered by the statutory definitions of ‘wire 
communication‘ andlor ‘radio communication’ because they involve ‘transmission of (voice] by aid of wire, cable. 
or other like connection . and/or ‘transmission by radio . . .’ of voice. Therefore. these services come within the 
scope of the Commission’s subject matter jurisdiction granted in section 2(a) of the Act.”). This determination was 
not challenged in the appeal of the VolP 911 Order. See supra note 170. 

47 U.S.C. 5 222(a). (c)(l) :  see also 47 C.F.R. § 64.2001 er seq. 

I ”  See Inrerim USF Order-. 21 FCC Rcd at 7542-43. para. 48 (cilinf Cr~i~rmu~ri~ .ar io~~s  Assistance for Lab, 
Eqibi-cenienr Acl oiid Bmadband Access ond Semices. First Report and Order and Further Notice of Proposed 
Rulemaking. 20 FCC Rcd 14989. 15009- IO.  para. 42 (2005). a f d .  Amer-icon Corrrrcil 011 Educarion 1’. FCC. 45 I 
F.3d 226 (D.C. Cir. 2006)): A C O  ol.ro Altorneys General Comments at I I (aiguin; that VoIP customers have the 
same privacy concerns as wireline 2nd wireless cuslomer5 1. 

To he clear. :I sewice otterin; iz “intrrc,lnnected V d P ”  ii i l  oilers !lie ~ o / m h i / i r ~  1m users 1 0  receive calls iron1 ,S,, 

;ind irimiiiiile call5 IO ~ h r  PSTN regiirdlex, ~ i l ~ r l t r ~ l ~ e r  ;ic’c’rsQ kt i l i r  I’STA’ i >  dii~e<,ll! rhiough the intelci~nnecled 
\ * i l l ’  lpr<ividei OI iliioii:h ; i r~ :~n~mien t~  ~ i l h  ;I third 1p;ii1! 
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of promoting zufc,ry of life und 1)roperiy \\mu:h rhr use of wire and radio con~n~unica~on,'~'' ' In \ieh\ of 
this statutory mandate in conjunciion with the recent real-life implications of the unauthorized release of 
CPNI. protectins a consumer's privare info~-~nnrion conlinues to be one of the Commission's public safery 
responsihililies.'s' If we failed IO exercise our rrsponsibiliries under sections 222 and 1 of [he Act with 
respect to customers of interconnected VolP service. a sisnificant number of American consumers might 
suffer a loss of privacy and/or safety resulting ft-om unauthorized disclosure of their CPNl - and be 
harmed by this loss. Therefore. we believe that extendin: the CPNl obligations to interconnected VoP 
service providers is "I-ensonably ancillary to the effective performance of lout-] responsibilities"'"' under 
sections 222 and I of the Act. and "will ' funher the achievement of Ion?-established reg?ulato~-y goals""'4 
to protect the confidentiality of CPNI.'" 

I 

59. We also are p i d e d  by section 706 of the Act. which. among other things. dig-ects the 
Commission 10 encoui-age the deployment of advanced telecommunications capability to all  Americans 
by using measures that "promote competition in the local telecommunications 
of CPNl may spui- consumer demand for interconnected VoIP services, in turn driving demand for 
broadband connections. and consequently encou~-aging more broadband investment and deployment 
consistent with the p a l s  of section 706.''' Thus. pursuant to our  ancillary jurisdiction. we extend the 
CPNl obligations to providers of interconnected VoIP services.ISh 

' 
The  pt-otection 

Is' 47 U.S.C. g 151 (emphasis added). 

I" Scc 47 U.S.C. 5 222: EPIC Petition a i  5- IO. 

Sorrtlwesrerii Cable. 392 U.S. at 178. 183 

'lid Midiwst Video 1. 406 U.S. at 667-68 (quoting CATV Firsr R~port and Order. 20 FCC 2d at 202). 

See. e.&. A A W  Comments at 2 (WC Docket No. W.36): Arizona Commission Comments at IS- 16 (WC Dockel 
No. 04-36): California PSC Comments al 14 (WC Docket No. 04-36): CenturyTel Comments at 22-23 (WC Docket 
No. 04-36): CWA Comments at 23 (WC Docket No. 04-36): Missouri PSC Comments at 21 (WC Docket No. 04- 
36): NCL Comments at 5 (WC Docket No. 04-36): New Jersey Ratepayer Advocate Comments at 39-43 (WC 
Docket No. 04-36): New York Attorney General Comments at 10-1 1 (WC Docket No. 04-36): Ohio PUC 
Comments at 37-38 (WC Docket No. 04-36): Rural Carriers Comments at 7-8 (WC Docket No. 04-36); Texas 
Attorney General Comments at 20-21 (WC Docket No. 04-36): Time Warner Comments at 31-32 (WC Docket No. 
04-36); DO1 Comments at 17-20 (WC Docket No. 04-36): APT Reply at 8-9 (WC Docket No. 04-36). We disagree 
with commenters that argue there is no clear justification for CPNl protections. including because there is sufficient 
competition for such services. See. e.g._ 8x8 Comments at 29 (WC Docket No. 04-36): AT&T Comments at 41 
(WC Docket No. 04-36); SBC Comments at 124-25 (WC Docket No. 04-36): ALTS Reply at 1-2 (WC Docket No. 
04-36). We find on the contrary that the continuing trend toward customer use of these services as a replacement for 
analog voice services in large measure justifies the extension of our rules to these services to protect consumer 
privacy. 

I*'' 47 U.S.C. 5 157 nt. 

"' See Availabilin of Advanced Telecommunicarioiis Capabilin in the Unired States. Fourth Report to Congress. 20 
FCC Rcd 20540.20578 (2004) ("[Slubscribership to broadband services will increase in the future as new 
applications that require broadband access. sirch as VolP. are introduced into the marketplace. and consumers 
become more aware of such applications.") (emphasis added). 

I" We do not belirve that our actions today are in conflict or otherwise inconsistent with any provision ofthe Act. 
We acknowledge that section 2.10 of the Act provides that "[ill is the policy of the United Stales - to preserve the 
vibrant and competitive free market that presentl! exist5 for the Internet and other interaclive computer sewices. 
unfetlered by Federal or State regulation.' 47 L1.S.C. fi 2.3O(b)(21. We do not helieve. hiiwevrr. that this 
i.,in:rrssional policy stiitemenl p w l u d r \  115 i r < m  rhtending the CPNl obligations 1 0  intrl-cmnnrcted VolP hei-vice 
pnwiders hrrr. Wr note that  the C<ininiihsicw'\ di\i.oshioii 0 1  se'.tiiin ?30 in tlir \'iiiiow Ord(,r ils r';iii~ioninp ; i p i i i i h t  

~r~~i l i i l io i i  wi, limiied IO ' v ~ i d i t i w ; i l  i ' i i i i i i i i o t i  c,:irri?r woiioiiiit~ rr;tilali<jnh... 1 o! i< r?e  H,i/,iiii::.\ Co!p,i.iiiir,ij 

l ' ~ ~ i i i i o t i , i o i .  ,!)wi,t,oio,:v Ridiiix <'in!( c,nit,,v t i i i  Oi. , i< , ,  r!i i i i r  ,44 i i~ i i~~ ,w~10 l'iihiic I 'ii/iiic,.\ (',,i,itiii.\.~i,,ii. hlrmni ;Indurn 
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G .  Preempt ion  

60. W e  reject coniiiieiitei- requests to preempt a11 state CPNl  obligations 189 because we agree 
with connnenterc that asset1 \r,e 41ould allow states to also create tules for protecting CPNI.”” W e  
irecognize that many states all-eady have laws relating to safeguarding personal information such as 
CPNI.”’ To the extent those l a w  do not create a conflict with federal requirements, carriers are able to 
comply with federal lauJ and state law. Should a can-ier find that it is unable to comply simultaneously 
with the Conimicsion‘s i -des  and with the laws of anotherjui-i.;diction. the can-iei- should bring the inaner 
to our attention i n  an appt-opriate petition.’” 

H. Implemen ta t ion  

61, In light of the iinpoi-lance of this issue to the public ititerest.IUi we i-equire that our rules 
become effective within an aggressively shon  amount of time because of the iinponant consumer and 
public safety considerations i-aised by pretexting that demand near immediate action.i94 The  roles we  
adopt in this Order. however. ai-e subject to approval by the Office of Management and Budget (OMB) 
Thus. our rules hecome effective six months after the Oi-der’s effective date or  on receipt of OMB 

(...continued from previous pagel 
Opinion and Order. 19 FCC Rcd 22403. 22426. para. 35 (?001) ( tioiiug~, Ord?!~) .  uppwl piwdiiip. A1orioilu/ Ass ‘11 of 
Stare Ui/. Cn/inr/iir/-Adi,orar~,.r I.. FCC. No. 05-71238 (9th Cir. tiled Feb. 22. ?005). 

See. e.g.. Centennial Comments at 5-6: USISPA Comments at 7: Verizon Wireless Comments at 14-16: Charter 

See. e.g.. Ohio PUC Comments ai 32: PaPUC Comments at 3-4: NASUCA Reply at 28-30. 

See. e.g.. Letter from Richard T. Ellis. Director - Federal Regulatory Advocac). Verizon. to Marlene H. Dortch. 
Secretary. FCC. CC Docket No. 96- I I S  (filed Feh. 6.2004) (Verizon Feb. 6 Er Parre Letter1 (expressing concern 
regarding state regulations o f  CPNl that are inconsistent with federal CPNl rules and ciling the rules of California. 
Oregon and Washington). Verizon has not asked the Commission specifically to rule on whether those states’ CPNl 
regulations should be preempted. and apparently obtained the preemption it sought regarding the Washington CPNl 
regulations from a US. District Coun in Washington. See id.. Attach.: see also Ark.  Rev. Stat. $! 40-202(C)(5) 
(conferring authority on the Arizona Corporation Commission to adopt rules that “customer information, account 
information and related proprietary information are confidential unless specifically waived by the customer in 
writing”). 

I9‘See, e.8.. Dobson Reply at 6: Verizon Wireless Reply at 13-14. The Commission reviews petitions for 
preemption of CPNI rules on a case-by-case basis. See Third Repon a i d  Order. 17 FCC Rcd at 14890-93. paras. 
69.74 (“By reviewing requests for preemption on a case-by-case basis. we will be able to make preemption 
decisions based on the factual circumstances as they exist at the time and on a full and a complete record.”). 
Verizon and AT&T Wireless Services filed petitions for reconsideration of the Third Report and Order regarding 
preemption of state CPNl regulation. See Verizon Petition for Reconsideration (filed Oct. 21. 2002): AT&T 
Wireless Services. Inc. Petition for Reconsideration (filed Oct. 21.2002). This Order does not constitute a decision 
on the merits of those petitions. 

See, e.&. Ellen Nakashima. H P  Scaidul Shines Liglrr on a Siniple. Treacherous Arr. WASH. POST. Sept. 19.2006. 
DI.  Carriers of course may hegin instituting our rules earlier to protect their customers’ CPNI. 

See 47 C.F.R. 5 I .427(b). For this reason. we reject requests Sir  longer implementation periods. See. e.g..  Letter 
from Kent Y .  Nakamura. Vice President and Chief Privacy Officer. Sprint Nextel Corporation. to Marlene H. 
Donch. Secretary. FCC. CC Docket No. 96-1 15 at 2 (filed Dec. I I .  2006): Letter from Donna Epps. Vice President 
Federal Regulatory. Verizon. to Marlene H. Dortch. Secretary. FCC. CC Docket No. 96-1 I S  at 1-4 (filed Dec. 22. 
2006): Letter from Anisa A. Lntit Ashnr.iate Director Federal Regulatory. AT&T. I O  Marlene H.  Dorlch. Secretary. 
FCC. CC Docket No. 96-1 15 i i i  I (filed Jan .  IO. 2llo7): Letter I Y i m  Indra Sehdev Chalk. Counsel Sor USTeleciini. to 
Marlene Dortch. Secretar!. I T C .  CC Dochct No,  96- I I S  at  I t l i led J ; m  18. 20071: ILetler frnm \Villi;~ni F. Maher. 
C<wnsel lnr T-Alnhilz LISA. I n - . .  1 8 ,  hL~rIeiie H. lXrtL~li. Sec,rel;ir!. FCC. CC I l i c h r i  Nu.  9 h ~  I I5 31 3 (filed Jan .  25 .  
2 O O i i .  

I R O  

Reply at 20.2 I 
I~UI  
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appro\.al. a s  I-equired by the Paperwork Reduction Act.'"' whichevei- is later. W e  will issue a Public 
Notice when OMB appi-oval is received. Foi- carriers satisfying the definition of a "small entity" 01- a 
"small business concern" under the Regulatory Flexibility Act o r  Small Business 
additional six months to implement the rules penaininz to the online carrier authentication 
requirements."' 

we  pi-ovide an 

62. W e  find that the irequiremenis we adopt in this Order most appropriately respond to actions 
by wrongdoel-s to obtain unauthorized access to CPNI. and carriers' failuies to adequately protect CPNl in 
violation of theii- section 222 duty. This order balances those actions and inactions againqt the pi-ivacy 
concerns of all Americans. By requii-ing carriers (including interconnected VolP sei-vice providers) to 
implement CPNl protections as a top pi-iority. u e  hope to minimize the likelihood of future unauthorized 
disclosures of consumer's CPNI. 

1. Enforcement  

63. W e  take seriously the protection of customers' private information and commit to remaining 
vizilant to ensure compliance with applicable privacy laws within ourjurisdiction. One way in which we  
will  help protect consumer privacy is through sti-one enforcement measures. When investigating 
compliance with the rules and statutory obl ip t ions .  the Commission will consider whether the carrier has 
taken I-easonable precautions to prevent the unauthorized disclosui-e of a customer's CPNI. Specifically. 
we  hereby put carriers on notice that the Commission henceforth will infer from evidence that a pretextel- 
has obtained unauthorized access to a customer's CPNl that the carrier did not sufficiently protect that 
customer's CPNI. A carrier then must demonstrate that the steps i t  has taken to protect CPNl from 
unauthorized disclosure. including the carriei-'s policies and procedures. are reasonable in light of the 
threat posed by pi-etexting and the sensitivity of the customer informatioil at issue. If the Commission 
finds at the conclusion of its investigation that the carrier indeed has not taken sufficient steps adequately 
to protect the privacy o f  CPNI. the Commission may sanction it for this ovei-sight. including through 
forfeiture. 

64. We offer here additional guidance regarding the Commission's  expectations that will inform 
our  investigations. We fully expect carriers to take every reasonable precaution to protect the 
confidentiality of proprietary or personal customer i n f ~ r m a t i o n . ' ~ ~  Of course, we require carriers t o  
implement the specific minimum requirements set forth in the Commission's rules. We further expect 

While the recent passage of the Telephone Records and Privacy Protection Act of 2006. 18 U.S.C. 8 1039. which I95 

imposes new criminal penalties against pretexters. should reduce pretexting. we believe that our Order today is 
necessary to protect customer privacy and help bring an  end to the unauthorized access to CPNI. We disagree with 
commenters that argue that we should allow the law to take effect and reassess the situation later because the actions 
we take today go beyond the legislation to ensure the privacy of CPNl by focusing on carriers that have not 
vigilantly discharged their obligations under section 222 to adequately protect CPNI. See. e.8.. Dobson Comments 
at 3: COMT'TEL Dec. 18.2006 Ex Pane Letter at 1.  

The RFA generally defines the term "small entity" as having the same meaning as the terms "small business," 
'*small organization." and "small governmental jurisdiction." 5 U.S.C. g 601(6). The term "small business" has the 
same meaning as the term "small business concern" under the Small Business Act. 5 U.S.C. 5; 601(3) (incorporating 
by reference the definition of "small business concern" in the Small Business Act. I S  U.S.C. 8 632). Pursuant to S 
U.S.C. 5 601(3). the stalutory definition of a small business applies "unless an agency. afier consultation with the 
Office of Advocacy of the Small Business Administration and after opportunity fnr public comment. establishes one 
or more definitions of such terms which are apprnpriale in the activities of the agency and publishes such 
delinitions(s) in the Federal Register." 
I"; We find t h i h  implementation peiind i h  ie;thon8l>le ior hm;ill cat-iiers in  i iwid dihi-up~iii i i ;ind incnn\'enien'~e t ( i  

SC<, I S  11.s.c. c ???(;I1 
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cai-iriei-s to take additional step5 to protect the privacy of CPNl io the extent such additional iiieasui-es are 
feasible for a panicular cai-riei~. Foi- instance. and as discussed above. alihough we decline to impose audit 
trail obligations on can-iers at this time. we expect carriers through audits 01- othei- measures to take 
reasonable measures to discover and pi-otect against activity that is indicative of pretexting. Similarly. 
although we do not specifically require carriers to encrypt theircustomers' CPNI. we expect a carrier to 
encrypt i ts CPNl databases if doins so would provide significant additional protection against the 
unauthorized access to CPNl at a cost that is reasonable Five11 ihe technology a carrier all-eady has 
implemented. 

6.5. By adopting cei-taiii specific minimum standai-ds regarding what measures ca1~iel-s must take 
to pi-otect the privacy of CPNI. and by committin$ to taking resolute enforcement action to ensure that the 
goals of section 222 are achieved. we believe we appl-opriately balance consumer privacy interests with 
call-iers' interests in minimizing burdens on theil- customers. Our two-pronp approach will ( I )  allow 
carriers to implement whatever security measures are warranted in light of their technological choices, ( 2 )  
create a diversity of security practices that will enable markel forces to improve carriers' security 
measures over time. (3) avoid creating unnecessary regulatory barriers that could impede carriers from 
adapting to nen' threats as the methods used hy data brokri-s evolve. and (4)  alleviate comiiienters' 
concerns that specific safeguard rules could provide pretexters with a "roadmap" of how to obtain CPNI 
without authorization. We further believe that OUI- two-pronped appi-oach will ensure a high level of 
privacy pi-otection Tot- CPNl because carriers will have sufficient incentive and ability to adopt whatever 
security mechanisms work best with their existing systems and procedures. 

66. Currier Sufe Narhor. We decline to immunize carriers from possible sanction for disclosing 
customers' privaie information without appropriate authol-ization. Some carriers suppoii the adoption of a 
"safe harbor." which would immunize cat-iriers from liability for improper disclosure of CPNl if the carrier 
followed certain security guidelines. such as those comparable to the Federal Trade Commission's 
(FTC's) guidelines for the financial industry.'99 We decline to adopt this proposal because such a rule 
would result in less protection of customers' CPNl than exists under the status quo. The guidelines the 
carriers propose to trigfer immunity do not add meaningful protections beyond carriers' existing 
regulatory obligations.Lw Therefore. if we adopted the proposed safe harbor, carriers would receive 
immunity from liability for meeting the requirements set foiih in the safe harbor, even if a carrier acted 
egregiously and in derogation of its general duty to protect CPNI from unauthorized release. The public 
interest is better served if the Commission retains the option of taking strong enforcement measures 
regarding carriers' duties under section 222 and the Commission's rules. 

V. FURTHER NOTICE OF PROPOSED RULEMAKING 

67. The Commission has a duty to ensure that, as technologies evolve, the consumer protection 
objectives of the Act are maintained. Through this Further Notice of Proposed Rulemaking, we seek 
comment on whether the Commission should act to expand its CPNI rules further, and whether it should 
expand the consumer protections to ensure that customer information and CPNl are protected in the 
context of mobile communication devices. 

I g 9  See. e.&. Cingular Comments at 3 1-23 (stating thal the Commission should follow FTC Safeguards Rule issued 
pursuant to Seclion SOl(h) of Gramm Leach Bliley Act (15 U.S.C. F6801(h)). and should offer safe harbor 
inducement to follon, standards): Qwest Comments at 2-3 (arguing in favor of sale harbor procedures): AT&T 
Comments at n.1 (arguing that carriers with good personnel training. audit trails. and adequate custonler 
authentication procedures should enjoy ii safe harbor). 

SW. c q . .  CTlA Cnnimentr 31 I ?  iwpporting a sale harhos 11,s carrier5 that di5cIme iiccnunt iiiiirnlalion to an)  
penoil 11.110 provides il msseri p i i s h u o i ~ d ~ :  Qwest Comment5 ;II 2 - i  i twfinf  the Commirsinn In find that  cari-iers i~re 
;ili-ead! zuh.;w I O  the ri$t h; i l ; in~~.r  01 CPNl re;uI;i!ni~! ~ ~ \ e r > i g h ~ .  o r  ;iltesniili\'el! proniwnce Fuidelineh that u o u l d  
11:iiiie ;I u i e  hiirluv i o r  ;I t':irticr in i~~i rp ,u : i I inp  i h o h e  puidrlillv inlo 

'110 

op.rr;hlin&' lp!:k~lit.csl. 



69. A i d /  T r d x  While we did not adopt rules requiring audit trails at this time. in light of our 
ne" rules and the recent ennclnienl of ci-iniinal penalties against pretexters. we seek comment 011 whether 
the Commission should adopt rules peiiinent to audit trails. Are audit trails generally used by carriers to 
track customer contact? We ask carriers to assess the benefits and burdens. including the burdens on 
small cai-1-iers. of recoi-ding the disclosure of CPNl and custome~- contact. Our curirnt recoi-d indicates 
that the broad use of audit trails likely would he of limited value in ending preiexting because such a log 
would record enormous amounts of data. the vast majority of it being legitimate customer inquiry.'"' 
Commenters also report that implementing and maintaining audit trails would be costly with little to no 
coi-responding benefit to the consunier.2"2 Howevel-. would an audit t imi l  assist law enforcement with its 
criminal investigations against pretexters? Fui-ther. in the interim period since we sought comment on 
this issue. have cai-riers' reactions to audit trails changed 01- has the technology changed such that audit 
trails are now an economically feasible option? 

70. Physical Safeguards. We also seek comment on whether the Commission. in light of the 
I rules we adopt in this Order and the recent enactment of criminal penalties against pretexters, should 

adopt rules that govern the physical 11-ansfer of CPNl among companies, such as between a carrier and its 

See. e.&. Centennial Reply at 4: CTlA Comments at 14 (stating that even in the case of pretexting. the customer 201 

service representatives' annofations would note that CPNl was given out at the customer's request). 

"'See. 2.8.. Charter Comments at 36: Dobson Comments at 6: OPATSCO Comments at 4: TWTC Comments ai 14: 
Verizon Comments 31 13. We nnte tha1 the Commission i n  the IVY9 Rec~~~isidi,,-nrioii Ordrl- preuinusly weighed the 
cmts and henelits nfestablishing audit Iwils 2nd derided not 111 require audit trails. S r r  I Y Y Y  Rrt.oti\id,,,-orio,r 
( I n k r .  1.3 FCC Rcd 81 XIOI-02. pam 136. 
' 0 :  C~~iiinirnlrr~ nxi! reqiie\f ~~oiifideii~i:iI lrciiliiirnt tiir the iiiti~rniiiliiin l l i i i l  Ihe! \ i i l i i i i i l  iii i r e s p o i i v  io Ibis Furihri 
No1iL.r itthc! i i ic wni.erned i ihot i~ omipr<, i i i i~ i i ic  llirir (pIi!\ical u1r:uord i i i w s i i i c L .  \ < ' C .  17 C.F.R. 5 ( I . 1 i c ) .  
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7 1 .  LiiiiiIinx Dum R(W/~ / ; (JN.  We also heek ~omnient on whether the Comniission. i n  light of the 
irules we adopt in this Ordei- and the recent enactment of criminal penalties asainst pretexters. should 
adopt rules that require Carl-iers to limit data retention. If the Commission did adopt such a rule. what 
should he the maximum amount of lime ihat a can-ier should be ahle lo i-etain customer recoi-ds? 
Additionally. should all customer records he eliminated or is there a subset of customer records that ai-e 
more susceptible to abuse and should be destroyed? Also. should the Commission define exceptions 
ujhere a carrier is permitted to retain certain iecords (e&, for the length of carriei--caiTiei- 01- carrier- 
customer disputes)? The  Depanment of Justice argues that destruction of CPNl  after a specified period 
would hanipei- law enforcement efforts by desti-oying data sometimes needed for criminal and other 
lawful investigations.'w W e  also seek comment on whether there are any state 01- Cominission data 
retention I-equirements that might conflict with a carrier's data limitation.'"' Additionally. does a 
limitation on data retention enhance protection of CPN1?'OO Alternatively. should the Commission require 
carriers to de-identify customer recoi-ds afler a certain period?"' We seek conimenl on the benefits and 
burdens. including the burdens on small carriers. of requiring carriers to liniit their data retention or to de- 
identify customer records. 

B. 

12 .  W e  seek commenc on what steps the Commission should rake. if any. to secure the privacy of 

Profrc t ion of Infurmal ion S l n r r d  i n  Mobile Communica t ions  Devices 

customei~ inioi-mat ion ztoi-ed in mobile comniunicationb devices.'*& Specifically. we seek coininent on 
what methods carriel-s currently use. if any- for erasing customer information on mobile equipment prior 
to refurbishing the eq~ ipment . ' "~  and the extent to which carriers enable customers to permanently erase 
their personal information prior to discarding the device. W e  also seek comment on whether the 
Commission should ~ ~ q u i i - e  carrier> to permanently erase. or allow custoinei-s to prrmanently erase. 
customer information in such circumstances. Should the Commission require manufactui-ers to configure 
wireless devices so consumers can easily and permanently delete personal information fi-om those 
devices? Funher. we seek comment on the burdens. including those placed on small carriel-s. associated 
with a Commission rule requiring carriers and manufacturers to fully expunge existins customer data 
from a mobile device at the customer's request. 

'04 See DOJ/DHS Comments at 3 (stating that CPNl is an invaluable investigative resource, the mandatory 
destruction of which would severely impact the DOJ/DHS's ability to protect national security and public safety) 

'Os See. e.g., 47 C.F.R. 5 42.6 (requiring that carriers retain telephone toll records for I8 months). $! 42.7 
(establishing record retention requirements for documents on a carrier's master index of records. and for documents 
relevant to complaint proceedings and certain Commission inquiries and proceedings). 

'06 See Cingular Comments at 25-26 (reporting that Cingular's experience is that most data brokers are focusing on 
the last 100 calls made or calls within the last 90 days). 

'" See. e.8.. EPIC Petition at 11-12 (suggesting that carriers should "de-identify" records. that is. separate data that 
identify a particular caller from the general transaction records): bur see. e.&. Ohio PUC Comments at 17-18 
(arping that de-identifying records would frustrate customer's ability to dispute hilling). 

'OR See Letter from Governor Rod R. Blagojevich. Governor of Illinois. to Deborah Platt Majoras. Chairperson. 
Federal Trade Commission. and Kevin 1. Martin. Chairman. Federal Communications Commission (dated Sept. 5.  
2006): sec olso Ted Brindis. Srcr-cts L i r i g u  011 Old Cell Photws. Houston Chronicle.com IAug. 3 I .  2006) (reporting 
that someone was ahle to retrieve a company's plans recarding a multi-million dollar federal transportalion contracl. 
hank account information. and passwords frnm discarded mnhile de\,ices). 

Cell phones he relui-hished and priwided 11) ii differen! cuwmera , ,  3 repl;rcrmen~ lnva cell phnne Ih;il h:is I,," 

m:iltuni~tioiied. The originiil cus1onier.s priwte i i i l i ~ r n i i i t i i ~ i ~  m:~! rrnmil~ (in the i.eII plimic. Src  Andre\r Brandt. 
P,-iinc\ IV,irdi: W i p  l ' ou~ .  C<,/l PlwsiL\ . M ~ I O J ~ V  U&,w Gi\,jtl$ / I  ALmI),. I'C \VOl<l~l l .  <ll, i~iloldc 01 

b . / / v  \s  ii .ixuiii ILo ,,iiji,siii\~il,l~,~irli,,l~i(!. ! 2 1  I :71pi i n ~ ; i ! ~ l ~ . I ~ ~ i ~ ~ l  I.liiii. .;(I. 200(,) .  
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VI. PROCEDURAL MATTERS 

A. Ex Parfe Presentaliuns 

73. The rule ma kin^ this Notice initiates shall he treated as a "perinit-but-disclose.' proceeding in 
accordance with the Commission's e.vyar.re rules.'" Persons making oral e?; parre presentations are 
reminded that memoranda summa!-izing the presentations must contain summaries of the substance of the 
presentations and no1 merely a listing of the subjects discussed. More than a one 01- two sentence 
description of the views and ai-gunients presented pentrally is rtquired.'" Other requirementsperiaining 
to oral and written pi-esentaiionh ai-e set fonh in section I .  I206(b) of the Commission's I n i  ' I -  

B. Comment Filing Procedures 

74. Pui-suant to sections 1.415 and 1.419 of the Commission's rules."' interested narties may file 
comments and reply comments resayding the Notice on or before the dales indicated on t l i .  . k t  pap 
this document. All filings related lo this Further Notice of Proposed Rulemaking should refer I .; 
Docket No. 96-115 and \VC Docket No. 04-36. Commenis m a y  he filed usin:: ( I )  the Comtiiissio18 
Electronic Comment Filing System (ECFS). ( 2 )  the Federal Governnient~s eRulemaking Portal. or (3) by 
filing paper copies. See Electronic Filing of Documents in Rulemaking Proceedings. 63 FR 24121 
( 1998). 

Electronic Filers: Comments may be filed electi-onically using the Internet by accessing the 
ECFS: http://ww\\.rcc.eov/cph/ecfs/ or the Federal eRulemaking Portal: 
htti?://\vn;n .repu13lioiis.yo\. Filers should follou the instructions provided on the wehsit. 
submitting comments. 

I- 

ECFS filers must lransmit one electronic copy of the comments for CC Docket No. 
96-1 15 and WC Docket No. 04-36. In completing the transmittal screen. filers should 
include their full  name; US. Postal Service mailing address, and the applicable docket 
number. Parties may also submit an electronic comment by Internet e-mail. To get filing 
instructions. filers should send an e-mail to ecfs@fcc.eov. and include the following 
words in the body of the message, "get form." A sample form and directions will be sent 
in response. 

Paper Filers: Parties who choose to file by paper must file an original and four copies of each 
filing. Filings can be sent by hand or messenger delivery, by commercial overnight courier, 
or by first-class or overnight U.S. Postal Service mail (although we continue to experience 
delays in receiving U.S. Postal Service mail). All filings must be addressed to the 
Commission's Secretary, Marlene H. Dortch. Office of the Secretary, Federal 
Communications Commission, 445 12th Street. S.W., Washington, D.C. 20554. 

The Commission's contractor will receive hand-delivered or messenger-delivered paper 
filings for the Commission's Secretary at 236 Massachusetts Avenue, N.E., Suite 1 IO, 
Washington. D.C. 20002. The filing hours at this location are 8:OO a.m. to 7:oO p m .  All 
hand deliveries must be held together with rubber bands or fasteners. Any envelopes 
must be disposed of befolP entering the building. 

"" 41 C.F.R. $ 5  1.200 r f  srq. 

Src47C.F.R. .U l . I ?06 ( t~ ) (2 l .  

"'17C.F.R. E I.l?06thi. 

15r.1:.1<. r.' 1 . 4 1 5 .  1 . 4 1 9  1 ,  
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Coinnirrcial o\;ernighl mail  (other than U.S. Postal Service Expi-ess Mail and Priority 
Mail) muhi be sent to 9300 East Hampton Drive. Capitol HeiFhts. MD 20743. 

US. Postal Service iii-st-class. Expi-ess. and Priority mail should he addrrssed to 445 12th 
Street. S.W.. Washington D.C. 20554. 

75. Parties should send a copy of their filings to Janice Myles. Competition Policy Division. 
Wireline Competition Bureau. Federal Communications Commission. Room 5-CI40. 445 12th Street. 
S.W.. Washiiyton. D.C. 20554. or by e-mail tojanice.myles@fcc.go~,. Parties shall also serve one copy 
with the Commission‘s copy contractor. Best Copy and Pi-inting, Inc. (BCPI). Portals 11.445 12th Street. 
S.W.. Room CY-B402. Washington. D.C. 20554. (202) 488-5300. or via e-mnil to fcc@hcria,eh.com. 

76. Documents in CC Docket No. 96-1 15 and WC Docket No. 04-36 will be available for public 
inspection and copying during business hours at the FCC Reference Infol-mation Center. Portals 11,445 
12th Street S.W.. Room CY-A257. Washington. D.C. 20554. The documents may also be purchased 
from BCPI. telephone (202) 488-5300. facsimile (202) 488-5563. TTY (202) 488-5562. e-mail 
f.cr @‘hcpi\veh.~~.oin. 

C. Final Regulatory Flexibility Analysis 

77. As required by (he Regulatory Flexibility Act of 1980. see 5 U.S.C. $ 604. the Commission 
has prepared a Final Regulatory Flexibility Analysis (FRFA) of the possible significant economic impact 
on small entities of the policies and rules addressed in this document. The FRFA is set fonh in Appendix 
C. 

D. Initial Regulatory Flexibility Analysis 

78. As required by the Regulatory Flexibility Act of 1980. see 5 U.S.C. 8 603. the Commission 
has prepai-ed an Initial Regulatory Flexibility Analysis (IRFA) of the possible significant economic 
impact on small entities of the policies and rules addressed in this document. The IRFA is set forth in 
Appendix D. Written public comments are requested on this IRFA. Comments must be identified as 
responses to the R F A  and must be filed by the deadlines for comments on the Notice provided below in 
Appendix D. 

E. Paperwork Reduction Act 

79. This Order contains modified information collection requirements subject to the Paperwork 
Reduction Act of 1995 (PRA), Public Law 104-13. It will be submitted to the Office of Management and 
Budget (OMB) for review under Section 3507(d) of the PRA. OMB, the general public, and other 
Federal agencies are invited to comment on the new information collection requirements contained in this 
proceeding. In addition. pursuant to the Small Business Paperwork Relief Act of 2002, Public Law 107- 
198, see 44 U.S.C. 8 3506(c)(4), we previously sought specific comment on how we might “further 
reduce the information collection burden for small business concerns with fewer than 25 employees.” 

SO. In the Order. we have assessed the burdens placed on small businesses to notify customers of 
account changes_ to notify law enforcement and customers of unauthorized CPNl disclosure: to obtain 
opt-in consent prior to sharing CPNl with joint venture partners and independent conti-actors: to file 
annually a CPNl certification with the Commission. including an explanation of any actions taken against 
data brokers and a summary of all  consumer complaints received i n  the past yeai- concerning the 
unauthorized release of CPNI. and to extend {he CPNl rules I O  pro\;idei-s of in~rrconnected VolP services. 
and find that these I-equii-emenls do not place n significant hurden on sin:tlI lwsinesses. 
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8 I .  This Furthei- Notice contains pi-oposed information collection I-equirenients. The 
Commission. as part of its continuin? effort to reduce paperwoi-k burdens. invited the general public and 
the Office of Management and Budget (OMB) I O  comment on the information collection requirements 
contained in this Further Notice. as trquired by (he  Paperwork Reduclion Acl of 199.5 (PRA). Public La\\, 
104-13. Public and agency comments are due 60 days after publication in the Federal Register. 
Comments should address: (a)  whether the pi-oposed collection of information is necessary for the proper 
peiformance of the functions of the Commission. including whether the information shall have practical 
utility: (b)  the accuracy ofthe Commission’s burden estimates: (c) ways to enhance the quality. utility. 
and clarity of the information collected: and (d)  ways to minimize the burden of the collection of 
information on the respondents. including the use of automated collection techniques or other forms of 
information technology. In addition. pursuant to the Small Business Paperwoi-k Relief Act of 2002, 
Public Law 107-198. .we 44 U.S.C. 5 3506(c)(4). we seek comment on how we might “funher reduce the 
information collection burden for small business concerns with fewei- than 25 employees.” 

F. Congressional Review Act 

82.  The Commission will send a copy ofthis Report and 01-der mid Further Notice of Pi-oposed 
Rulemaking in a repon to be sent to Congress and the Government Accountability Office pursuant to the 
Congressional Review Act (CRA). SPC S U.S.C. 8 801(a)(l)(A). 

G. Accessible Formats 

83. To request materials in accessible formats for people with disabilities (Braille, large print. 
electronic files. audio format). send an e-mail to fccSW@fcc.gov 01- call the Consumer & Governmental 
Affairs Bureau at 202-4 18-0530 (\loice) or 202-4 18-0432 (TTY). Contact the FCC lo request reasonable 
accommodations foi- filing comments (accessible format documents. sign language interpreters, CART. 
etc.) by e-mail: FCCS04@fcc.gov: phone: 202-418-0530 or TTY: 202-41 8-0432. 

V11. ORDERlNG CLAUSES 

84. Accordingly, IT IS ORDERED that pursuant to sections 1,4(i), 4(j), 222, and 303(r) of the 
Communications Act of 1934. as amended, 47 U.S.C. $5 151, IS4(i)-Q), 222,303(r), this Report and 
Order and Further Notice of Proposed Rulemaking in CC Docket No. 96-1 15 and WC Docket No. 04-36 
IS ADOPTED, and that Pan 64 of the Commission’s rules, 47 C.F.R. Pan 64, is amended as set forth in 
Appendix B. The Order shall become effective upon publication in the Federal Register subject to OMB 
approval for new information collection requirements or six months after the Order’s effective date, 
whichever is later. 

85. IT 1s FURTHER ORDERED that the Commission’s Consumer and Governmental Affairs 
Bureau, Reference Information Center, SHALL SEND a copy of this Report and Order and Further 
Notice of Proposed Rulemaking, including the Final Regulatory Flexibility Analysis and the Initial 
Regulatory Flexibility Analysis, to the Chief Counsel for Advocacy of the Small Business 
Administration. 

FEDERAL COMMUNICATIONS COMMISSION 

h4nrlene H .  Dortch 
Srcl-rtnr! 
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Appendix A 

Commenters in CC Docket No. 96-115 

Comments 
A\exicon T e\ecommunicai\ons COIISU\h: 
Alltel Corporation 

AT&T Inc. 
Attorneys Genei-al of the Undei-signed Slates 
BellSouth Corporation 
Centennial Communications Corp. 
Charter Communications. Inc. 
Cingular Wiieless LLC 
COMPTEL 
Cross Telephone Company. Cimmaron Telephone 
Company, Portawatomie Telephone Company. Chickaswa 

Privacy Rights Now Coalilion. Cenlei- for Disital 
Democracy. Consumer Federation of America. Privacy 
Journal. Center foi- Financial Privacy and Human Rights. 
and Narional Coi1wnc.r. Le;~gue 
Enterprisc M'ireless Alliancc and Ihr. L'SMSS. Inr .  
Eschelon Telcrom, Inr.. SNIP Link Inc.. and XO 

~. 

Communications, Inc. 
Global Crossing North America, Inc. 
Infonxx, Inc. 
Independent Carrier Group 
Kim Phan 
Leap Wireless International, Inc. and Cricket 
Communications, Inc. 
McManis & Monsaive Association 
MetroPCS Communications, Inc. 
Microsoft Corporation, Skype Inc. and Yahoo! Inc. 
Myung Kim 
National Association of State Utility Consumer Advocates 
National Cable & Telecommunications Association 
National Telecommunications Cooperative Association 
New Jersey Division of the Ratepayer Advocate 
NextG Netnjorks. Inc. 

drbbreviation 

Alltel 
A\ex\con 

AT&T 
Attorneys General 
BellSouth 
Centennial 
Chaner 

I 
Crown Castle 
CTIA 
Dobson 
EPIC e1 ul. 

Enterprise Wireless 
Joint Commenters 

Global Crossing 
lnfonxx 

Leap 

MMA 
MetroPCS 
Internet Companies 
K - 
NASUCA 
NCTA 
NTr A 

New Jersey Ratepayer Advocate 
NextG 

PnPUC 
Princclon St i idei i i \  ! 
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Public Service Commission of ihe Siaie of h4issouri 
Public Uiiliiies Commission of Ohio 
Qwesi Communicalions Iniernaiional Inc. 
RNK Inc. d/b/a RNK Telecoin 
Rural Cellular Association 

MoPSC 
Ohio PUC 
Qwesi 
RNK 
RCA 

Sprini Nexiel Corporation 
TCA. Inc. - Telecom Consuliins Associations 
Texas Office of Public Utility Counsel 
Texas Stairwide Telephone Coopei-alive. Inc. 
The People of the State of California and [he California 

Sprint Nexiel 
TCA 
TX OPUC 
TSTCl 
CaPUC 

Verizon I Verizon 
Verizon Wireless I Verizon Wireless 

e 

Rep]) Commenters in CC Docket No. 96-115 

Public Utilities Commission 
Time Warner Inc. Time Warner 

T-Mobile USA. lnc. T-Mobile 
United States Deparimenis of Justice and Homeland DOJDHS 
Security 
United States Iniernei Service Pi-ovidei- Associaiion USISPA 
United States Telecom Associalion USTelecom 
USA Mobiliiy. lnc. USA Mobility 
US LEC Corp. US LEC 

Time Warner Telecom Inc. T w r c  

Communications, Inc. 
lnsite Wireless LLC I Insite 

Pennsylvania Public Utility Commission 
Rock Hill Telephone Company d/b/a Compoi-ium 
Communications. Foil Mill Telephone Company d/b/a 
Comooi-ium Communicaiions. a n d  Lancasier Telephone 

hletroPCS Communication\ Inc I MeiroPCS 
Kational Asociaiion of Stale Utili ty Con\urncr Ad\ocaic\ I NASUCA 

PA PUC 
Comporium 

Company d/b/a Coinpoi-ium Communicniions 
S pri ni  Ne x i  e I Corporal i on 
7-Mohilr USA. Inc. 
I!niied St:iirs Ce1lul;ir Coi-poralion 

! 

Spi-in1 Nexlel , 
T-Mobile , 
us Cellulnl~ I 
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' Vel-izon 
Verizon Wii-eless 
Virgin Mobile USA. LLC 

Vel-izon 
Verizon Wireless 
Virgin Mobile 

lomments 
iX8. Inc. 
I A R P  

3lcatel Nonh America 
4lliance for Public Technology 
4merica's Rural Consortium 
4merican Foundation for the Blind 
4merican Public Communications Council 
4mherst. h4assachusetts Cable Advisory Cornmillee 
%zona Corporation Commission 
jrtic Slope Telephone Association Coopei-ative, Inc. 

Cellular Mobile Systems of SI. Cloud. LLC d/b/a 
Cellular 2000 
Comanche County Telephone. Inc. 
DeKalb Telephone Cooperative. Inc. d/b/a DTC 
Communications 
Grand River Mutual Telephone Corporation 
Interstate 35 Telephone Company 
KanOkla Telephone Association. Inc. 
Siskiyou Telephone Company 
Uintah Basin Telecommunications Association, Inc. 
Vermont Telephone Company. Inc. 
Wheat State Telephone. Inc. 

4ssociation for Communications Technology 
?rofessionals in Higher Education 
4ssocintion for Local Telecomrnunicatjons S e n  ices 
4ssocialion of Public-Safet) Communications Officials- 
International, Inc. 
4T&T Corporation 
4ttorney General of the State of New York 
4vaya, Inc. 
3ellSouth Corporation 
Bend Broadband 

Cebridge Connections. Inc. 
Insight Communications Company, Inc. 
Susquehanna Communication 

Boulder Regional Emergency Telephone Service 
4uthoriiy 
BT Americas Inc. 
Cahlevision S!Nenic Corp. 
Cal lipso Corporal ion 
3iryond Co~ii~iiiitii(.:~tio~i~. ILLC 

GlohnlCom. Inc. 

41 

lbbreviation 
1YQ 

4ARP 
4CN 
4d Hoc 
4lcatel 
4PT 

4RC 
4FB 
4PCC .. - - 
4mherst CAC 
4rizona Commission 
4nic Slope el ul. 

4CUTA 

4LTS 
W C O  

4T&T 
Vew York Attorney General 
4vaya 
BellSouth 
Bend Broadband et al. 

BRETSA 

BTA 
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M ici-osoft Corporation 
Minnesota Public Utilities Corninision 
Montana Public Service Commihsion 
Motorola. Inc. 
National Association of Regulatory Utility Commission 
National Association of State Utility Consumer Advocates 
National Asociation of Telecommunications Officers and 

M icrosoft 
Minnesota Commission 
Montana Commission 
Moloi-ola 
NARUC 
NASUCA 
NATOA pr a/. 

Utilities Commission I 
~ h4i\\oui-i Cnmmi\sion Public Srr\’icc Commi\>ioii n i  Iht’ S I ; ~  n l  M i ~ i u i - i  

PuI\:er.com i pLilvrr.com 
.- 
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R l C A  

SBC Communications. Inc. 
Self Help for Hard of Hearing People 
Skype. Inc. 

I 

Sonic.net. Inc. 
SPI Solutions. lnc. 
Spokane County 91 I Communications 
Sprint Coipoi-ation 
TCA. lnc. - Telecom Consulting Associates 

1 

RlCA 
SBC 
SHHHP 
Skype 

Tellme Netuork\. Inc 
Tt.nnc\\ee Rrrul:iioi . \ Atiihoriii -. . 

Texas Depai-tinem of InCoi-mation Resoui-ces 
Time Warner lnc. 
Time Warner Telecom 

Alliance for Community Media 
Appalachian People's Actions Coalition 
Center for Digital Democracy 
Consumer Action 
Edgemont Neighborhood Coalition 
Migrant Legal Action Program 

Vnited Stales Depanmrnl of Justice 
United Stales Telecom Association 
United Telecom Council 

The United Power Line Council 
USA Datanet Corporation 
Utah Division of Public Utilities 
Valor Telecommunications of Texas, L.P. and Iowa 
Telecommunications Services, Inc. 
VeriSign, Inc. 
Verizon Telephone Company 
Vermont Public Service Board 
Virgin Mobile USA. LLC 
Virginia State Corporation Commission 
Voice on the Net Coalition 
Vonase Holdings Corp 
Western Telecoiniiiuiiications Alliance 
WilTel Communications. LLC 
Wisconsin Electric Power Compnn! 

-i Qwest 
RERCTA 

SBC 
SHHHP 
Sk"W 

Sonic.net 
SPI Solutions 
Spokane County 91 I 
Spi-int 
TCA . -. . 

TDI 1 
TIA 
Tellme Networks 

TCCFUI 
TCSEC 
Texas DIR 
Time Warner 

TracFone 

USTA 
UTC er a/. 

L'SAD Datanet J 
Utah Commission 

Vermont 
Virgin Mobile 

VON Coalition 
Vonage 

WilTel 
Wisconsin Electric P I  ui. 

YPlhlA I 
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I 2-Tel Coinmunicslions. lnc. 1 Z-Tel 

Reply Comnienters in M’C Docket No. 04-36 
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. ..- Federal Communicatioas Commission 

Level 3 Communications LLC 
Massachusetts Office of the Attorney General 
MCI 
Montana Puhlic Service Commission 
Motorola. Inc. 
National Associalion of State Utility Consumer Advocates 
National Association of Telecommunications Officers and 

Level 3 
Massachusetts Attorney General 
MCI 
Montana Commission 
Motorola 
NASUCA 
NATOA ef ul. 

Naiional League of Cities 
National Association of Counties 
U.S. Conference of Mayors 
National Association of Towns and Townships 
Texas Coalition of Cities for Utility Issues 
Washington Association of Telecommunications 
Officers and Advisors 
Greater Metro Telecommunications Consonium 
h4r. Hood Cable Refulatory Commission 
Metropolitan Washington Council of Governments 
Rainiei- Communications Commission 
City of Philadelphia 
City of Tacoma. Washinston 
Montgomery County. Maryland 
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Alliance foi- Communily Media 
Appalachian Peoples' Action Codilion 
Center for Digital Democracy 
Consumer Action 
Edgemont Neighho~-hood Coalition 
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Appendix H 

Final Rules 

Suhpdll U of Pan 64. of Title 47 of the Code of Federal Regulations is amended to read as follows: 

SLBI’ART U - CUSTOMER PROPRIETARY NET\VORK INFORRlATlON 

I .  Section 64.2003(k) is amended to read as follows: 

(k) T~,lc~.oiii,i~i,ii;~.u~i,)r,.r wrrier or c urriw. The lerins “te1ecol))inunicalions carrier“ or “carrier” 
shall have the same meaning as set forth in section 344)  of the Communications Act of 1934, 
as amended. 47 U.S.C. I S3(44). For the pui-poses of this Subpan. the term 
“telecommunications camier” or “carrier“ shall include “intei-connected VolP provider” as 
that term is defined in section 9.3 of these rules. 

2. Section 64.2003 is amended by I-edesignating paragraphs (a)-(l) and by adding the following 
parasraphs: 

(a)  Accounr irforrnurion. “Account information” is information that is specifically connected to 
the customer‘s service relationship with the carrier, including such things as an account 
numhei- or an!# component thei-eof. the telephone numhei- associated with the account. or the 
bill‘s amount. 

(b)  Addrrss qfwcord.  A n  “address of record.” whether postal 01- electronic. is an address that the 
can-ier has associated with the customer’s account for at least 30 days. 

(d) Call drrail informarion. Any infomation that pertains to the transmission of specific 
telephone calls- including, for outbound calls. the number called, and the time, location, or  
duration of any call and, for inbound calls. the number from which the call was placed, and 
the time, location, or duration of any call. 

( I )  Readily available biographical informarion. “Readily available biographical information” is 
information drawn from the customer’s life history and includes such things as the customer’s 
social security number, or the last four digits of that number: mother’s maiden name; home 
address: or date of birth. 

(p) Telepphone number of record. The telephone number associated with the underlying service, 
not the telephone number supplied as a customer’s “contact information.” 

(q) Validphoro ID. A “valid photo ID” is a government-issued means of personal identification 
with a photograph such as a driver’s license. passport. or comparable ID that is not expired. 

3. Section 64.200.5(~)(3) is amended to read as follows: 

( 3 )  LECs. CMRS providers. and interconnected V o P  pi-oviders may use CPNI. without customer 
approval. to marke~ services forniei-ly known ;IS ad.junct-to-hohic services. such as. but not 
limited IO.  speed di:ilinF. roiiiputri--provided directory assist:ince. CDII monitorin$ call 
ti-acin:. call blocLinp. wII relui-ii. irepeal di : l l in~ .  c;111 ti-ackin;. call wailin:. callel- 1.D.. call 
lvwnrdiiig. and cert~im ceiiti-eA Ce;itures. 
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4. Section 64.2007 is amended h y  delriin: parayaphs (b)(2) and (b)(3). and revising' pal-ag'raph 
(b)( I )  io read as follows: 

( b )  u.7~ q/Opr-O,rr ur~d Upr-In A p ~ ~ r o i ~ u l  Processes. A telecommunications carrier may. subject 
io opt-out approval 01- opt-in appi-oval. use its customeifs individually identifiable CPNl for 
the purpose of marketins communications-related services to that customer. A 
lelecoinmunications carriei- may. subject to opt-out appro\'al or opt-in appl-oval. disclose its 
cusiomer's individually idem ifiable CPNI. for the purpose of marketing communicaiions- 
i-elated services to that customer. to its apents and its affiliates that provide coiiiniuliications- 
related services. A telecommunicaiions carrier may also permit such persons or entities to 
obtain access to such CPNl for such purposes. Except for use and disclosure of CPNl that is 
permitted without custoinei nppi-oval under section 5 64.2005. or ihat is described in this 
parapi-aph. or as otherwise provided in section 222 of the Communications Aci of 19.14. as 
amended, a telecommunications can-iei- may only use. disclose. or pel-mit access 10 its 
cusiomer's individually identifiable CPNl subject io opt-in approval. 

5 .  Seciion 04.2009 is amended by I-evisine parafi-aph (e)  io read as follows: 

(e) A telecommunications carrier must have an officei-. as an  azent of the carrier. s i y  and file 
with [he Commission a compliance ceitificate on an annual basis. The officel- musi state in 
the ceitification that he or she has personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the rules in this subpan. 
The carrier muci pi-ovide a statement accompanyins the certificate explaining hen, its 
operaling procedures emure that ii is 01- is not in compliance wiih the rules in this subpan. I n  
addition. the carrier niust include an explanation of any actions taken azainsl data brokers and 
a summary of all  customer complaints received in the past year conceminf the unauthorized 
release of CPNl. This filing must be made annually with the Enfoi-cement Bureau on or 
before March I i n  EB Docket No. 06-36. for data pertaining i o  the previous calendar yeai-. 

6. Section 64.2010 is added to read as follows: 

5 64.2010 Safeguards on the disclosure of customer proprietary network information 

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover 
and protect against attempts to gain unauthorized access to CPNI. Telecommunications 
carriers must properly authenticate a customer prior to disclosing CPNl based on customer- 
initiated telephone contact, online account access, or an in-store visit. 

(b) Telephone access 10 CPNI. Telecommunications carriers may only disclose call detail 
information over the telephone, based on customer-initiated telephone contact, if the 
customer first provides the carrier with a password, as described in paragl-aph (e) of this 
section, that is not prompted by the carrier asking for readily available biographical 
information. or account information. If the customer does not provide a password. the 
telecommunications carriei- may only disclose call detail information by sending it  to the 
customer's address of recoi-d. 01.. by calling the customer at the telephone number of record. 
If the customer is able to provide call detail information to the telecommunications carrier 
durine a customer-initiated call without the telecommunications can-ier's assistance. then the 
telecoininunicatioiis cnrriei- is permitted lo discuss the call detail inlormation provided hy thr  
c ustomel-. 

I c i  Oiiliiw o m ' . c . c  I I J  CPNl. A ~rle~orntnunic;itions cni-i-iri~ tiitis1 ai i~hmtic;~ir  n ciisioiiirr \A iilioiii 
thc nse of i-wdil! ;iv;iil:il7lr I i i o ~ r ; ~ p h i ~ i l  infoi-ni;~tion. 01- ;iccoiitii inioi-i i i ;~i  ion. lpi~ior io 
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